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EXECUTIVE SUMMARY 

 
GroundWork group is pleased to present  (ORGANIZATION) with the following technology assessment.  
The goal of the project was to gain a better understanding of the existing infrastructure in order to provide 
informed feedback and recommendations to assist with plans to move forward.   
 
Through a series of onsite visits and discussions with Person, Person, and other key staff, the information 
contained in this report was gathered.  Because the nature of the business that ORGANIZATION 
undertakes, data security and stability are by far the most important areas of importance.  
 
From an analysis perspective, three ORGANIZATION locations were analyzed and included in this report:   

ADDRESS (Main) 
ADDRESS Court Apartments 
ADDRESS (ADDRESS). 
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Current Network Technology Environment Overview 

 
The following observations that were captured relate to the ORGANIZATION network environment: 
 

A. Network Overview 
The Organization (ORGANIZATION) overall network consists of ____workstations utilizing Office 
2007/2003 with McAfee Total virus Protection, connected to a CAT6 network with seven switches 
and a perimeter firewall. The network is split into two distinct sections.  One section is for overall 
employees and is a peer to peer network relying on a single Windows XP workstation server for 
shares and printers.  The second section is isolated by a Linksys firewall and is serviced by a 
single Windows Server 2003 Small Business Server Edition that performs file and print sharing.  
Organizational email is provided by various web based hosting companies while data backups 
are performed daily and remain on-site. The network infrastructure is first class CAT6 network 
cabling while the phone/voice system is a Cisco Voice over Internet Protocol (VoIP).   The 
servers are used for the organizations’ data storage, backup and the overall health of the network 
would be considered substandard. 
 

B. IT Asset Management  (Hardware and Software) 
Currently ORGANIZATION uses the Dell service tags for referencing information and sticky labels 
to manage laptop and desktop machines. There is no centralized way to handle and track IT 
assets and additional equipment such as printers, copiers, monitors, phones, external hard 
drives, etc. 
 

C. Server Hardware 
A total of five servers are currently utilized at ORGANIZATION. The first four servers discussed 
below are housed at the Address building. 
 
The first two servers are identical Cisco MCS 7800 machines that are approximately five years 
old and are used almost exclusively for the Cisco VoIP solution. Both servers have an Intel Xeon 
3 Ghz CPU with 2GB of ram and a 75gb / 2gb hard disk partition. The second server has 1gb of 
ram with the same hard disk/processor configuration.  
 
The third server, while not “technically” a server based on its hardware configuration and 
operating system, is a Dell Dimensions desktop machine running Windows XP with a Celeron 
2.4ghz processor and 768mb of ram. It has two hard disks of 38gb and 127gb.  
 
The fourth server is a custom made “white-box” machine ORGANIZATION  with a Xeon Dual 
Core 2.4ghz CPU.  It contains 3.5gb of ram and has two hard disks of 55gb each.  For backup 
purposes, there are three 189gb External Maxtor disks attached to this machine. 
 
The remaining server is located in the ADDRESS building.  It is a Dell storage server with a 
Windows Storage Server 2003 operating system.  It has a Xeon Dual Core 1.86ghz CPU with 4gb 
of ram. The hard disks are 40gb, 192gb and a 931gb external backup drive. 
 
 
 
 
 
 

D. Storage 
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Total server storage across all servers at ORGANIZATION is 18TB (not including system 
partitions). 
 
Server Partition Free Space 

AVVID1 Cisco MCS 7800 System Partition 49.1GB 

 Storage Partition 1.95GB 

ORGANIZATIONUM1 Cisco MCS 
7800 

System Partition 49.1GB 

 Storage Partition 1.95GB 

XP Box System Partition 24.8GB 

 Storage Partition 68.9 GB 

ORGANIZATIONsbs System Partition 4.46GB 

 Storage Partition 42.2GB 

Server System Partition 34.2GB 

 Storage Partition 13GB 

 
E. Server / Network Operating System 

Both identical Cisco MCS 7800 servers are running Windows Server 2000 SP4. The XP box is 
running Windows XP Pro. The custom made white box is running Windows Small Business 
Server while the ADDRESS server is running Windows storage Server 2003 SP2.  There are no 
automated maintenance cycles observed. 
 

Server Services 

AVVID1 Cisco MCS 7800 DNS Server 

 Terminal Server 

 

ORGANIZATIONUM1 Cisco MCS 
7800 

DNS Server 

 Exchange Server 

SQL Server 

Terminal Server 

 

XP Box File Server 

 Exchange Server 

SQL Server 

Terminal Server 

Backup Server 

 

ORGANIZATIONsbs Backup Server 

 Domain Controller 

 DNS Server 

 SQL Server 

  

ADDRESS Print Server 

 WINS Server 

 File Server 
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F. Cabling 
Main Building 
This location has a CAT6 infrastructure that was new when ORGANIZATION moved in 
approximately one year ago.  All data and voice services run over the CAT6 network.  
 
ADDRESS also has a CAT6 network.  However, the Blank location does not have a wired 
infrastructure and relies on a wireless network (discussed later). 
 

G. LAN Infrastructure 
 

ADDRESS -- Main building 
Each workstation connects to one of five 10/100 speed switches. From the switches, users 
access the Windows XP Pro “server” machine to connect to their data shares, databases and 
printers.  Internet connectivity is provided via a Cisco Pix 501 Firewall and then continues through 
a Netgear 24 Port switch and out to the Internet via a Cisco 1841 router. 
 
ADDRESS Location 
All workstations at ADDRESS are connected to two Cisco Catalyst 3560 PoE switches.  From 
those switches, the connection travels to the Netgear Pro Safe Firewall, through a Cisco 1700 
router and out to the private T1 direct to the Address building. 
 
ADDRESS (ADDRESS) 
Connection to each laptop comes from a wireless access point, that connects to the broadband 
router and then out to the Internet. 
 

H. WAN Infrastructure 
ORGANIZATION has a private point-to-point T1 link from the Address building to the ADDRESS 
building. Various point-to-point links were observed being billed to ORGANIZATION.  Analsys of 
a few bills provided for the following information: 
 

I. Internet 
The current Internet provider for ORGANIZATION at the Address building is an AT&T MIS T1 
with an audited download rate of 1.5mbps and a upload rate of 1.5mbps.  ADDRESS also has a 
T1.  Blank has an unaudited DSL connection provided by Time Warner.  After conversations with 
key personnel, a bottleneck seems to occur around 11:00 AM weekdays at the Address building. 
Further, separate investigation should be conducted in order to identify potential reasons. 
 

J. Virus and Patch Management 
ORGANIZATION’s virus protection for workstations and servers is McAfee Total Protection. Virus 
definitions are automatically downloaded and installed every 12 hours to each local machine. The 
Accounting section is protected by AVG antivirus with manual updates from each workstation.  
Operating software updates are performed individually and it was observed that each workstation 
downloads needed updates. The Blank Location receives antivirus updates identical to the main 
building via McAfee.  Windows updates are manually processed by IT staff. 
 

K. Network Security 
Network protection from external sources is maintained by a Cisco Pix 501 firewall and possibly a 
Cisco 1841 router that is the default gateway for the MIS T1 provided by AT&T. More in-depth 
analysis of the positioning and functionality will be needed in order to provide a comprehensive 
determination of the devices function in the ORGANIZATION network. 

 
A detailed security/vulnerability analysis of the network system was not performed.   
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L. Server Room 
The server room, located within the Address location, houses the servers, phone system PBX, 
rack with punch down panels, switches, routers and firewall.  It is also observed that additional IT 
equipment is located mostly on the floor and packed in boxes.  The door of the server room is 
kept locked and the room has its own internal environmental controls which keeps the room at a 
constant temperature.  An overhead water-based fire suppression system was observed in this 
room. 
 

M. Backup and Recovery 
Address Building 
Data and shares are stored on the Windows XP Pro box and every night an NTBACKUP task is 
performed on workstations and is backed up to the server. The Finance section has three 
external Maxtor Hard drives for data backup.  It is understood that none of the external drives are 
not taken offsite for storage or tested.   
 
ADDRESS  
Data is backed-up on an external hard drive that is located on top of the storage server. There is 
no known disaster recovery plan available and data is not stored outside of the building. 
 

N. Disaster Recovery Planning 
There is no known disaster recovery plan. There are two UPS devices that give uninterrupted 
power to the main servers, switches and routers in the Address building.  However, it was 
observed that the main UPS is at capacity. The ADDRESS location has UPS devices on all 
server equipment. 
 

O. Office Suite and Office Automation 
Most desktop machines have Office 2007 installed as default.  However, it was brought to our 
attention that this is not 100% consistent throughout the organization. A percentage of users are 
using Office 2003 Pro version and a single user is working in Word Perfect. 
 

P. Email / Collaboration 
Email is not hosted locally.  All email is pulled down as POP from a managed hosting service and 
it was observed that there are multiple email domains and AOL accounts in use by staff.  Each 
user is given 100mb of email that is available for 30 days before emails are deleted.  All email is 
downloaded directly to and stored at the local workstations.  Each night, the ntbackup application 
backs-up the email data to the XP server.  ORGANIZATION has three known domains for email: 
ORGANIZATION-COL.org, SCL-COL.org and AOL.  There is no online shared calendaring or 
public folders available for file sharing or collaboration. 
 

Q. Imaging / Copier 
There are many multi-function copiers and printers located throughout all three locations. Building 
Address uses the Windows XP box as their print server while ADDRESS relies on the Windows 
Storage server.  Scanning to folders is available but is not widely in use. 

 

R. Workstations 
Most of the workstations for ORGANIZATION are Dell machines. The average CPU is a Pentium 
4 with an average 2.5Ghz dual core processor, 2 GB of ram and 80 GB hard drive. There is no 
maintenance cycles setup for workstation at this time. 
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S. Wireless 
The Main Building has one Cisco Linksys wireless router with WPA Personal encryption. It is an 
isolated network for public access. 
 
ADDRESS uses wireless connectivity exclusively for connecting to the internet.  The encryption 
level on this device is currently unknown. 
 

T. IT Support 
ORGANIZATION has one full time staff person, Person, to support the entire technology 
infrastructure. 

 

U.  Personal electronic devices/PDA’s 
There are no observed pda’s or smart phones connected to the ORGANIZATION network. 
 

V. Remote Access  
Remote access to the internal network has been obtained by the GoToMyPC software and is 
currently installed on three known workstations. 
 

W. Policies and Procedures 
ORGANIZATION has IT policies and procedures for many general IT areas. One in particular 
covers Internet use for email, downloading and chat room activity. 

 

X. Websites 
Five website domain names were found for ORGANIZATION. Each web domain is listed below 
with relevant information for each. 

 
*Having default registry information may mean that you may want to be kept anonymous.  
 
ORGANIZATION has none of the above websites hosted internally.  
 

Y. Virtual Private Network (VPN) Access 
The technology for creating VPN’s for users to remote into the network is available but not 
implemented. 
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Recommendations 

 

Based on the assessment of the current network and technology environment, the following 
project was developed with the help of Person, Person and many of the key staff that were 
interviewed at ORGANIZATION. The main priority is to unify, simplify and stabilize the 
network and server environment to promote productivity and accessibility. The project is 
broken into two parts.  Firstly an overview of current problems with IT at ORGANIZATION 
followed by the actually project plan. 
 
Network 

Analysis 
The ORGANIZATION existing domain is called  center.local. It is exclusively 
used by the finance staff and is comprised of one Windows 2003 Small 
business Server that provides all network services such as Domain Name 
Service, Active Directory, Terminal Server, SQL Server, VNC Server, Advisor 
and Great Plains databases.  The network is isolated by a Linksys Cable DSL 
Router with a closed firewall to prevent access from the other network. This 
firewall has been replaced many times and poses a stability risk with overall 
productivity and causes connection issues for other users on other parts of 
the network. 

 
Recommended Solution 

An overall adoption of a centralized domain for the whole organization will 
consolidate resources while still providing enough security for the finance 
department.  

 
Domain Name Service (DNS) 

Analysis 
DNS is defined as to how IP addresses are interpreted to host names.  The 
ORGANIZATION domain has been obtaining its DNS from the Cisco VoIP 
servers for all internal queries. For outside queries, all workstation clients are 
configured with an external public DNS address to resolve host names. The 
domain (for finance) has its own DNS configuration.  
 

Recommended Solution 
This existing configuration of DNS needs to be centralized to a single location 
to reduce internal resolution issues that occur.  This will also server to limit 
the amount of unnecessary chatter on the internet connection. 

 
Backup 

Analysis 
Historically, it was explained that there had been an offsite backup solution in 
place at ORGANIZATION. Currently, the process is not being utilized. No 
offsite backup is performed but three external backup disks do exist but only 
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for the domain. Backups for all other staff are performed on each individual 
workstation and are stored on the XP server on a weekly basis.  
 

Recommended Solution 
Development of a backup plan that encompasses daily incrementals, weekly 
full backups and monthly backups placed in a rotation offsite for safety and 
disaster recovery.  

 
DHCP  

Analysis 

The Edge router is the last piece of equipment before the Internet is reached. 
It is positioned outside the firewall and routers internet traffic into the 
organization.  It has been configured to issue DHCP for all devices on the 
network but has to go through the firewall to issue the DHCP and is a 
potential security risk. 
 

Recommended Solution 
Re-locate DHCP services to the inside and close any existing holes in the 
firewall. 

 
Redundant Unused Equipment 

Analysis 
There are various routers and switches that are either unused or redundant in 
both the Address and ADDRESS buildings.  

 
Recommended Solution 

Re-purpose the equipment to provide services to other devices that may need 
replacing. 

 
Network Domain 

Analysis 
A single domain exists for ORGANIZATION and is only used by the Finance 
section. All other workstations in the building are setup to use a workgroup.  

 
Recommended Solution 

Having a single domain for use by all ORGANIZATION employees will allow 
proper resources to be centralized, secure and reliable. 

 
Multiple Email Domains and Hosting 

Analysis 

Email for ORGANIZATION employees comes in the form of POP accounts 
hosted remotely by a third-party vendor. Employees use a multitude of 
domain addresses:   
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Recommended Solution 
Centralizing all employee accounts into one email server would give 
ORGANIZATION collaborative capabilities like shared calendars and file 
sharing and remote email access. 

 
XP “Server” 

Analysis 
Over fifty user accounts access a single Windows XP Pro workstation for file 
and print sharing. The XP box is a single point of failure for those services.  

 
Recommended Solution 

Decommission the XP server and replace with server grade hardware and 
resources.  

 
Virus and Microsoft Windows updates 

Analysis 
All updates for both Microsoft Windows and McAfee virus software are being 
downloaded individually by each workstation. This has two effects. The first 
being that it causes each machine to run updates only when the computer is 
on. In most cases the updates will be performed late at night when the 
computer is turned off. Once the computer is turned on the updates begin.  

 
Recommended Solution 

Centralize the deployment of windows updates using Windows Server Update 
Service and deploy updates off hours. Reconfigure McAfee to send updates 
down to the servers and then out to the clients at off times. 

 
Server Monitoring 

Analysis 
One of the main priorities of the project is to promote infrastructure stability.  

 
Recommended Solution 

One solution is to implement server monitoring that notifies IT as to when or 
where an event happens. 

 
VPN connection to ADDRESS (Org) 

Analysis 
The only ORGANIZATION location that isn’t connected to the Main Building is 
the server.  

 
Recommended Solution 

Setup a VPN tunnel between the two locations.  This would effectively bring 
org into the ORGANIZATION domain and provide the staff there with full 
resource connectivity to the main building and allow for even more centralized 
storage, and sharing of calendars and data. 
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Organization 

Analysis 
ADS relies on three workstations between 30 staff members.  Currently, they 
use USB drives to save work.   

 
Recommended Solution 

 
Building out a terminal server solution would leverage the technology to 
benefit the ADS staff and have full accessibility to the network from any place 
at any time. 

 
Remote Access 

Analysis 
Some employees are using GoToMy PC to connect to the network. 
 

Recommended Solution 
By implementing a terminal server solution, every employee would have an 
immersed desktop experience while at home or on the road. 

 
Fax Solution 

Analysis 
Numerous faxes are sent to the main location by Location. 

 
Recommended Solution 

An ideal solution would be to have faxes arrive in the employees’ email inbox 
ready for organizing and forwarding to the relevant department.  This would 
increase on productivity and save on resources. 

 
Telecom/Internet Assessment 

Analysis 
There is seemingly a regular daily event at around 11:00 AM the Internet 
speed slows considerably.   
 
ORGANIZATION has three T1 connections at differing price rates.   
 
The ADDRESS is currently operating on an AT&T DSL at a download rate of 
1.29mbps and 32kbps upload.  

 
Recommended Solution 

A telecom assessment performed by_____ (a GroundWork group trusted 
partner) would benefit ORGANIZATION. Investigating each bill and the 
possible cost savings through this assessment would be recommended.   
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Website Renewal and Information 
Analysis 

Making sure that all website domain names and registration details are under 
the organizations name and that you at least have two years before renewal. 

 
Recommended Solution 

Each domain name registered needs an email address and details for 
revalidation and renewal. Make sure a organization default email is used to 
mitigate any effects from personal change etc. 

 
Workstation standardization  

Analysis 
It is estimated that 95% of all existing workstations are above the 
recommended Windows 7 specifications for hardware. 

 
Recommended Solution 

Upgrading to a standardized platform will decrease incidents and 
maintenance requests. 

 
Office and Windows Employee Application Training  

Analysis 
Migrating to a new version of Windows and learning the new features of 
Office 2007 can reduce productivity and cause a high volume of help desk 
calls. 

 
Recommended Solution 

Upgrading to a new platform can be confusing and a frustrating experience 
with loss of productivity. By designing the desktop to have all available 
programs on hand coupled with basic training the changeover can be a less 
daunting experience. 

 
Web filtering 

Analysis 
Currently, any computer connected within the building can surf the Internet at 
will and go to any site.  With the advent of spyware and malware in the last 
two years, most Antivirus vendors have been unable to keep up with desktop 
infections. 

 
Recommended Solution 

One solution that works extremely well is web filtering. By placing a device 
between the user and the outside Internet that monitors webpage activity and 
takes action before the Internet page arrives to the desktop reduces spyware 
and malware to almost a nill.  Not only does it reduce the organizational 
security threat surface, but it can act as a cache server to speed up the 
internet connection. Also, it has the ability to manage what sites employees 
are allowed to view which ties into your Internet Usage Policies. 
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Centralized Asset Tracking 

Analysis 
There were no observed means for centrally tracking assets. 
 

Recommended Solution 
Understanding how much equity, history the placement of items and support 
an item has within an organization really solidifies important aspects of an IT 
department. The ability to understand how long an items life span has. To 
audit and identify exactly where an item is placed all benefit renewal and 
replacement policies.   

 
UPS 

Analysis 
It was observed that there are too any pieces of equipment plugged into the 
Smart-UPS 1000xl.  When a power outage occurs, there is not enough 
battery power within that UPS to keep the servers on long enough for a 
proper shutdown. The UPS shuts off instantly which can cause hardware and 
software problems on the servers. 

 
Recommended Solution 

Purchase of a new UPS device that can handle the extra server load while 
still giving adequate battery life for safe shutdowns is essential. 

 
 
Microsoft Office Software Standardization 

Analysis 
The onsite analysis found that there are Office 2003 and Office 2007 
installations. 

 
Recommended Solution 

Standardizing the Office product will reduce the support overhead of keeping 
two version running. 

 
Email 

Analysis 
Each staff that POPs down their email from the domain provide has 100mb of 
data storage for emails.  There is a 30 day limit before email items are 
deleted in their online storage. Email is cached on each local machine and 
then backed up to the XP server. 

 
Recommended Solution 

By adopting a Microsoft Exchange server environment, all of the 
organizational email is available at any time from either the web interface or 
inside the Outlook. With a backup solution in place, the Exchange Email Data 
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Store (database) would be recommended to be fully backed-up each night 
from one single source. 

 
Copier Scanning 

Analysis 
All the big copiers at ORGANIZATION are capable of scanning to email but it 
is not currently setup. 

 
Recommended Solution 

Implementing this capability would help to possibly reduce the need for hard 
copy document and keep electronic records that would otherwise be filed.  

 
Disaster Recovery Plan 

Analysis 
Any organization that provides its employees with electronic data needs a 
backup plan in case of a disaster. Hard drive failure, server crashes, water or 
fire damage and theft can seriously impact an organization effectiveness or 
even put them out of business.  

 
Recommended Solution 

Develop a disaster recovery plan that encompasses data, server and network 
recovery. 

 
Workstation Maintenance Cycles 

Analysis 
Workstations bear the brunt of every day operations and sometimes are the 
least cared for pieces of equipment. Making sure automated scheduled tasks 
run to defrag the hard drives, clean unused files and disk checked can greatly 
increase the lifetime of a machine. 

 
Recommended Solution 

Build out automated scheduled tasks that are scripted down to each 
workstation to run off hours. 

 
Laptop Encryption 

Analysis 
Having a laptop in the field outside of the organization poses a potential 
security breach if the laptop has sensitive data on it. 

 
Recommended Solution 

Hard drive encryption stops data from being accessed on the laptop hard 
drive. 
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HIPAA and HITECH 
Analysis 

Health Insurance Portability and Accountability Act. Further information 
regarding ORGANIZATION’s stance and requirements for the HIPAA act are 
needed to bring together a compliance plan. 

 
Location Network 

Analysis 
Location has over 48 community homes that employees visit on a weekly 
bases. Most of the staff work on the road and need ORGANIZATION network 
access to provide paperwork on a regular bases. 

 
Recommended Solution 

Fax-To-Email capabilities for sending hard copy documents to 
ORGANIZATION can leverage existing equipment available. Purchase of low 
cost laptops and tethered cell phones to key personal would give instant 
access to the ORGANIZATION network. Detailed recommendations are given 
in stage 2 of the project plan.  
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Unified Network Infrastructure Project 
 
To implement a Unified Network, the project is recommended in three Stages: 
 

Stage 1:  Servers 
Stage 2:  Network 
Stage 3:  Workstations 

 
 
Stage1:  Servers 
 
The primary function of Stage 1 is to consolidate the various servers to institute stability, 
redundancy, security and to promote productivity. 
 
Current Server Diagram (Cisco Unity VoIP and Windows XP Server) 

 
 
Windows XP Server 
 

Windows XP Dell Dimensions workstation is functioning as a file server dishing out the 
organizations data except for the finance department. It is also acting as a Print and SQL 
server. As the print server it controls all local printing for the Address building. The SQL 
server controls the database for the Advisor software. 
 
Cisco Systems VoIP Servers 
 
Both of the Cisco MCS7800 servers are providing VoIP services for both Address and 
ADDRESS buildings. They are also providing DNS for all workstations in the organization.  
 
 
 
 
 
 
 
 

Current Server Diagram (ORGANIZATIONSBS) 
 

Windows SBS 2003 White box Server 
 
Finance have their own domain isolated from the rest of the organization. At the heart of this 
domain is a Windows Small Business Server 2003 edition running on custom made 
hardware. It provides essential services exclusively to the finance department for DNS, 
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Active Directory, Terminal Services, SQL Server, Advisor and Great plains databases. 
Three external 180GB hard drives are connected for backing up the server data. 
 
 
 
 
 
 
 
 
 
 
 
 
ADDRESS Windows Storage Server 2003 Edition 
 
ADDRESS has their own onsite server that acts as a File and print server for the staff at 
ADDRESS. The server is located underneath an office desk in the middle of a very busy 
section of office space. Connected to the storage server is an external 930GB hard drive 
providing the backup solution.  
 
 
 
 
 
 
 
 
 
 
 
 
  



 

 

 

ORGANIZATION, Inc. Proprietary and Confidential 
GroundWork group 

1880 Mackenzie Drive, Suite 207,   Ohio  43220 
Phone:  (614) 884-7780   www.GroundWorkgroup.org 

Page 22 of 35 

 

 
Stage 1:  Server Solution 
 
With the advent of virtualization it is now possible to virtualize many servers inside one 
physical box. The benefits are twofold. First you have the lower cost of ownership attributed 
to buying less physical servers. And second because the servers are virtual you can safely 
store the entire server on backup disks ready for any disaster recovery. 
 
Virtual Host: ORGANIZATION-VHOST1.ORGANIZATION.org 
This virtual host machine holds three virtual servers 
 

*File and print server (ORGANIZATION-FPS1) 
This will run all printing for the Address location. All file sharing will originate from 
this specific machine. DFS will synchronize between ADDRESS and Address. 
 
Primary Domain Controller (ORGANIZATION-DC1)  
Authenticating to the network, securing user permissions and applying policies to all 
is the work of the domain controller. Through the domain controller, printers, network 
drives, permissions and software can be deployed. 
 
*Exchange server (ORGANIZATION-EXCH1) 
Having a unified messaging service available from any location, totally centralized 
where collaboration can occur like shared calendars, organizational files and global 
contacts gives an organization a higher level of communication and productivity. 
Spam protection is also a necessity and WE recommend a managed hosted offsite 
solution to clean and process your email. 

 
 

 
 
* Virtual machines using a hypervisor technology as yet unknown. 
 
 
 
 
Virtual Host: ORGANIZATION-VHOST2.ORGANIZATION.org 
This virtual host machine holds two virtual servers. This physical box has already been 
purchased and resides in the server room at Address. 
 
 

 
*SQL Server (ORGANIZATION-SQL1) 
Both instances of Advisor will be secure and available for users to access using 
Microsoft SQL Server. Also hosted as a database will be Great Plains finance 
software database. A migration project will have to be developed with the help of 
both Advisor and Great Plains support. 
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*Backup Server (ORGANIZATION-BACKUP1) 
Having a comprehensive backup solution from file to whole server dramatically 
reduces a disaster scenario that may hit at any time. Other services running on this 
server include antivirus update distributions and Windows Update services. Both of 
these services deploy the latest antivirus and Windows updates in a central 
manageable interface to workstations. 

 
 

 
 

Physical Machine: ORGANIZATION-term1.ORGANIZATION.org 
Re-purpose finance server (ORGANIZATIONsbs) into a robust terminal server for remote 
and local users. ADS will greatly benefit from having their own desktop to login to when they 
are in the office. Having a terminal server gives everyone a separate desktop regardless of 
their location or computer they are logged in to. Location would benefit greatly from a 
terminal service connection while out in the field. 
 
Physical Machine: ORGANIZATION-wf1.ORGANIZATION.org 
Threats from Malware, Spyware and Trojans more than likely circumnavigate current 
antivirus software with ease. Having a web filter as a barrier to stop users having access to 
potentially dangerous sites is the single best way to protect your IT environment. 
 
ADDRESS Location 
 
Physical Machine: ORGANIZATION-ADDRESS1.ORGANIZATION.org 

ADDRESS relies on one server to supply them with print and file services. For stability we  
propose to relocate the server to the Network rack in the back room. Also to re-provision the 
server for File sharing, Print sharing, DHCP and DNS services. we  also recommend that 
we develop a redundancy system so that if the ADDRESS server goes offline users are 
automatically redirected to the main office for a slow but workable connection and vice 
versa. 
 
 
 
Conclusion 
 
The above solution has been explained at a very high level. Each part of the server solution 
needs to be developed into its own project plan to expedite the work. Overall seventy 
percent of this project will be focused on the server part.      
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Completed Development stage one server solution Diagram 
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Unified Network Infrastructure Project. 
 
Stage 2:  Network 
 
The primary purpose of development stage two is simplification, reliability and connectivity. 
One of the main issues that has been investigated is the overall complexities that govern 
the network at ORGANIZATION. Many items of equipment are redundant or underutilized.  
 
The Address location has its own server room with environmental controls, patch panels, 
switches and servers which make it a great place to house a centralized infrastructure. The 
Address building wiring is top quality CAT 6. The routers and switches are Cisco equipment 
made for enterprises. Ultimately, this location has top notch conditions and equipment to 
supply a stable infrastructure for many years.  
 
The Address location and ADDRESS location are connected by a single private T1 
connection that in the past has exhibited unreliability and technical problems. ADDRESS 
itself runs a storage and print server but with all this running there is no data connectivity 
and sharing from both locations.  
 
The ADDRESS in ADDRESS is a separate network connected to the Internet by a DSL 
connection. No data is shared between locations in a secure way and currently a backup 
solution is unknown. Before presenting the solution an explanation of the current network 
structure follows: 
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Current network flow Diagram: 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Cisco 1841 WC DSU-T1 V2 Managed by AT&T. 
The main router connecting ORGANIZATION with the internet is managed by AT&T and to 
this date we are unsure if it is acting as a firewall. It provides the DHCP settings for the 
organizations network, but at the same time it is placed in a DMZ. DMZ stands for 
Demilitarized Zone and refers to the area that exists after the internet connection but before 
the firewall. If it is not acting as a firewall then the organization may have a serious breach 
of security and it should reconfigured as soon as possible. 
 
Netgear 24 port Switch and a Cisco 800 Modem. 
According to the research, the setup that exists after the main Internet router but before the 
Cisco Pix firewall is for AT&T management of their systems. 
 
 
Cisco Pix 501 
Sitting between the AT&T managed router and the internal network is the Cisco Pix 501 
firewall. At present it is configured to let DHCP through from the main managed router to the 
network. There is also evidence that the below routes are making the Cisco pix redundant 
and the actual firewall is the Cisco 1841 managed router from AT&T. To verify a deeper 
investigation needs to be performed.  
 
 
D-Link DES 1024D 24 port switch 
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The reason for using this switch specifically is unknown given that there are two new Cisco 
Catalyst’s switches that are underutilized. Removing this unmanaged switch from the 
network would help stabilize connectivity. 
 
Linksys Cable DSL Router BERSR41 
Finance domains router/firewall keeps their systems isolated from the network. 
Performance and stability seem to lag at this network point. Removal of this router is part of 
the overall project plan for consolidation. 
 
Cisco 1700 WIC 1DSU T1 VWIC IMFT-T1 

Unused equipment but still powered on. Repurposing this piece of equipment to the 
ADDRESS will provide a stable VPN tunnel between locations. 
 
Cisco 2851 T1 DSU VWIC2-2MFT-T1/E1 VIC2-2FX0 
Site two site router for the private T1 connection to ADDRESS. 
 
2 X Cisco Catalyst 3560 PoE 24 port 
Both switches are used for connecting the Cisco VoIP IP phones and workstations. 
 
Cisco Catalyst 2960 48 port / Cisco Catalyst 2960G 20 port Switches 

Both of these switches are under-utilized with only 14 ports active on both switches. 
 
Cisco Linksys WRT54G2 V1 Wireless Router 
Secure and isolated from the organizations network provides public access to the internet. 
 
ADDRESS 
 
Cisco 1700 WIC DSU-T1 V2 Router 
Site two site router for the private T1 connection to Address. Supplies DHCP to ADDRESS 
and is also in front of the firewall in the DMZ. 
 
Netgear Pro Safe Firewall 
No documentation exists and onsite work was unable to access the firewall at the time of 
the analysis. 
 
 
 
2 X Cisco Catalyst 3560 Switches 
Provide network connectivity and power for the Cisco VoIP IP phones and workstations at 
the ADDRESS location. 
 
 
 
 
 
Current Network Service Flow 
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The below diagram depicts the location and the path network services takes at 
ORGANIZATION. The server part has taken care of most redevelopment and redistribution 
of services.   
 
 
 
  
 
Stage 2:  Network Solution 
 
Unifying all networks to all devices at all locations is our main proposal going forward. To do 
this we have to incorporate all of the Address building, ADDRESS, ADDRESS and all the 
Location homes bringing them under one umbrella. Unifying and consolidating all network 
services. We have looked at the needs of the users in the organization gathered by 
interviews from various staff. The following plan gives ORGANIZATION a flexible foundation 
to build upon in the advent of growth or shifting principles.  
 
 
 
 
ADDRESS Network Flow 

Reduce and simplify infrastructure by implementing a traditional network. The first appliance 
in the network is the edge router/modem for internet connectivity, followed by the Cisco Pix 
firewall that will also have a VPN tunnel to Blank. Once inside the network there are 4 core 
switches supplying all of Address’s connections. Connecting off one of these switches is 
another Cisco router delivering a private T1 connection to ADDRESS. Lastly is the public 
WiFi router providing internet to guests on the network. 
 
 
 
ADDRESS Network Flow 

ADDRESS is connected to Address by a private point to point T1 connection of 1.5mbps. A 
recommendation has been made to investigate the costing of connecting ADDRESS to 
Address by a fiber network. Running a fiber optic link from the one building to the next 
would give ORGANIZATION dedicated bandwidth for what every they need.  
 
 
The first appliance connecting ADDRESS to Address is the edge router. A Cisco 1700 that 
provides the connectivity to the two locations. After the router is a Netgear Pro safe firewall 
followed by two Cisco switches providing the internal network. 
 
 
 
 
ADDRESS Network Flow 
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There is no current connection to the ADDRESS from Address or ADDRESS. To bring the 
Blank Studio into the fold would mean repurposing the unused Cisco 1700 from the Address 
server room and configuring it to create a permanent VPN connection to the main  building. 
This will give all users access to shares, applications and email. As well as centralized 
management of the location laptops. 
 
Getting location to connect to the ORGANIZATION network is no small feat. Many 
technologies exist to make this possible, but for this project we have chosen the most cost 
effective and simplest to accomplish for an end user. Each user would have a laptop out in 
the field. Either a cheap netbook or a more expensive business laptop. With each laptop 
would be a cell phone with tethering capabilities. What that means is the phone will be 
connected to the laptop via a cable and the software on the laptop will use that phone as a 
modem out to the internet. Once the user has established a connection they will log straight 
into the network via terminal servers to supply them with a virtual desktop. Terminal server 
technology is extremely secure as no data ever exists on the user’s laptops. Any hard copy 
documents can be sent using the homes fax machine and a special set of fax numbers will 
generate a pdf version of the fax and send it straight to an email address gather than 
creating a paper copy. 
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Proposed Complete Network Flow Solution Diagram  
 
 

 
 
 
ADDRESS Service Flow 
Reliable stable services are needed to keep the productivity and functionality of 
ORGANIZATION. The below diagram outlines the roles and services within the 
ORGANIZATION network. Most services are centralized at the ADDRESS location with only 
Printing and File serving at the ADDRESS location. All the below services have been 
described in-depth in the previous sections. 
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ADDRESS Service Flow Diagram 
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ORGANIZATION completed network diagram. 
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Stage 3:  Workstations 
 
The primary purpose of Stage 3 is to establish standardization and stability for the 
workstations across the organization. Below are the steps necessary to level out and 
standardize the workstations. 
 
Desktop OS Standards. 
Almost all desktops and laptops at ORGANIZATION are capable of installing and running 
Windows 7. we recommend upgrading all workstations and laptops from the current 
Vista/XP environment.  
 
Application Standards. 

A wide spread adoption of Office 2007 coupled with Office 2007 training for staff. Currently 
there are Office 2003 and Office 2007 applications running in tandem.  
 
Maintenance Scheduling. 
True to Windows 7 you can now centralize your workstation maintenance for defrags, disk 
cleans and check disks etc.  
 
Copier Scanning. 
Included on most of the copiers at ORGANIZATION is the ability to scan to email. Once the 
Email system is in place scanned documents can be sent directly to each users email 
accounts. 
 
Network Shares. 
It will be necessary to develop a strategy and plan for data/network shares. Included in the 
plan will be folder structures, permissions and security used for the shares. 
 
Email Standardization. 
Once the email system comes online everyone will have a standardized delivery system in 
place with collaborative abilities. A plan of action will have to be developed to migrate the 
existing email data for each user over to the new system. 
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Next Steps 
 

The next steps would be recommended as follows: 
 

1. Development a detailed project plan for each project phase 
2. Development implementation timeline 
3. Identify and cost out hardware, software and labor 
4. Implement recommendations 
5. Prepare for support of new infrastructure 

  

 


